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OGC 75-3220
5 September 1975

MEMORANDUM FOR: Deputy Director for Operations
Deputy Director for Intelligence
Deputy Director for Administration
Deputy Director for Science and Technology
Deputy to the DCI for the Intelligence Community
Deputy to the DCI for National Intelligence Officers
Legislative Counsel

SUBJECT : CIA Action on NSSM 229

1. NSSM 229 of 19 August 1975 (copy being forwarded separately to
addressees, since it is classified) directs an executive branch review of the
management of classified national security information. The Committee is to
be chaired by General Scowcroft and is to include representatives of State,
Defense, Justice, OMB, CIA and the Counsel to the President and is to submit
a report by 30 September. The Committee is to examine the four subjects
itemized on page 1 of the NSSM and is to forward any recommendations for
revision of Executive Order 11652 or for a new Executive order and for any
legislative action in the areas of management and control of classified
information.

2. I have been designated as the Agency representative to the Committee.
This is to request each addressee to designate a senior representative to work
with me in formulating Agency positions and contributions to the Scowcroft

group.

3. A memorandum suggesting points and information for consideration
and use by the CIA designees is attached at Tab A. At Tabs B and C are copies
of Executive Order 11652 and the implementing NSC Directive of 17 May 1972.
Tab D is a memorandum of my conversation yesterday with Jeanne Davis, NSC
Staff Secretary, concerning NSSM 229. At Tab E is an OGC memorandum of
October 1974 outlining some background to the development and issuance of
Executive Order 11652 and the implementing NSC Directive of May 1972,
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4. Please let me have the names of your designees as soon as possible.

I hope we will be able to have an initial meeting of ClAers by sometime Tuesday
afternoon (9 September). 25X1

Assoclate General Counsel
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5 September 1974

CIA Interests Re NSSM 229

1. Perhaps the fundamental point is that we must be clear that there is
a distinction between classification authority under Executive Order 11652 and
the statutory responsibility of the Director to protect intelligence sources and
methods. Many items of information would be subject to protection under both
of these sources of authority. Information classified pursuant to an Executive
order is exempt from the disclosure requirements of the Freedom of Information
Act. So is information which is "specifically exempt from disclosure by statute.”
The statute which charges the Director with responsibility for the protection of
sources and methods may be a statute which specifically exempts, within the
meaning of the Freedom of Information Act, and the Agency so regards it. But
this is by no means certain. The issue has never been litigated, but almost
certainly will be in one or more of the upcoming Freedom of Information law-
suits. In view of the uncertainty in this area and because the question could
be decided against us by the courts, it is important that CIA and the Scowcroft
group in no way disregard or minimize the need for Executive order protection
of information.

2. Perhaps the second most important item for CIA and Scowcroft
consideration is the matter of costs, burdens and dangers of the Freedom of
Information Act. As to dangers, my thought is that the extreme provisions of
the Act (tight deadlines, unrestricted right of everyone to request anything,
and the "reasor.ably segregable portions" provision), together with the
difficulties of persuading judges while protecting information, and considering
the heavy volume of docunients with which the Agency and the intelligence
community is concerned, are such that over a period of time it will become
virtually impossible for the Agency to protect information. This would mean
it would be virtually impossible to perform our functions.

3. It would seem to me unlikely that executive branch actions, including
the work of the Scowcroft group, are going to deflect or forestall congressional
action towards a statutory classification system. It would follow that we should
not accept or support existing provisions or concepts in Executive Order 11652
merely because there has been some congressional satisfaction with them. For
example, what is the value to the agencies or to anyone in the quarterly reports
which the agencies must submit to ICRC? Has the existence of ICRC enhanced
security?
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4. Also relating to the foregoing, is ICRC conceptually sound? Is it
appropriate to authorize a body of representatives of the various agencies to
override the decisions of any of those agencies or of any other executive
branch agencies, including decisions made by agency heads, and to supervise
the activities of those agencies? It seems certain that ICRC can perform this
function only by developing a larger staff and by meeting more often. Is it
possible and is it economically feasible to create an ICRC with a sufficiently
large and sufficiently expert staff to perform duties essentially duplicative of
those performed by the departments involved? The basic issue involved in our
recent concern with the availability of certain CIA documents for ICRC review
in the:lappeal was the fact that ICRC has review and veto authority.

5. I wonder if the concept of automatic declassification and the right of
any individual to have any ten-year old document reviewed for declassification,
both now embodied in the Executive order, are realistic concepts as applied to
an intelligence agency. Since CIA exempts from automatic declassification
nearly 100 percent of its documents, should we not be entirely exempt from the
automatic declassification provision?

6. Should USIB be brought into the study called for by NSSM 229 and, |
if so, how should it be done? Should USIB study the questions posed by the
NSSM and submit USIB input via the CIA representative to the Scowcroft group?
Should CIA take the lead in proposing to USIB agencies that those agencies
undertake to make certain that their views are made known to the Scowcroft
group through channels available to the USIB agencies?

7. The NS5M does not mention the National Security Council Directive
of 17 May 1972 which implements Executive Order 11652. Notwithstanding that,
I believe the Agency should examine the adequacy of that document also, since
it is in effect merely an extension and expansion of the scope of the order.

8. The Agency should be alert to the fact that some weeks ago a proposal
for an amendment to the Executive order was initiated essentially by the
Freedom of Information Committee of the Department of Justice and ICRC which
would give ICRC considerable review authority with respect to classified
documents involved in FOI litigation. This proposal was opposed, largely
under the leadership of CIA and Mr. Warner, in particular, and is substantially
dead. Butits advocates almost certainly will view the forthcoming study as the
vehicle to revive and push the proposal.
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9, Numerous problems and difficulties exist in various provisions of
the Executive order which could and should be addressed on this occasion.
The matter of so-called "derivative" classification authority is one. The language
of the exemptions which permit appropriate officials to exempt from automatic
declassification and which are the standards to be applied on the occasion of
declassification review seems questionable at best. Should not a declassification
review address itself solely to the question of whether disclosure would damage
national security? Exemption (4) under the Executive order concerns information
the disclosure of which would place a person in "immediate jeopardy." What kind
of jeopardy is intended? Is it physical safety? Job security? Is the document to
be declassified if the jeopardy is not "immediate?" We should feel free to propose
revision of any features or language ¢f the order and the NSC Directive.

Associate General Counsel
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Chapter IV—Codified Presidential Documenis E. O. 11652

EXECUTIVE ORDER 11652—CLASSIFICATION AND DECLASSIFICATION
OF NATIONAL SECURITY INFORMATION AND MATERIAL [AS

AMENDEDI]
Source: Executive Order 11652, 37 FR 5209, Mar. 10, 1972, as amended by the
following: -
E.0. 11714, 38 TR 10945, Apr. 26,1073; &2 /1§62, Ho FE 25777, e 5,

. ) . . ., /TS
"The interests of the United States and its citizens are best served by 4

making information regarding the affairs of Government readily avail-
able to the public. This concept of an informed citizenry is reflected in
the Freedom of Information Act and in the current public information
policies of the executive branch.

Within the Federal Government there is some official information
and material which, because it bears directly on the effectiveness of our
national defense and the conduct of our foreign relations, must be sub-
ject to some constraints for the security of our Nation and the safety of
our people and our allies. To protect against actions hostile to the United
States, of both an overt and covert nature, it is essential that such
official information and material be given only limited dissemination.

This official information or material, referred to as classified infor-
mation or material in this order, is expressly exempted from public
disclosure by Section 552(b) (1) of Title 5, United States Code. Wrong-
ful disclosure of such information or material is recognized in the Federal
Criminal Code as providing a basis for prosecution.

" To ensure that such information and material is protected, but only
to the extent and for such period as is necessary, this order identifies the
information to be protected, prescribes classification, downgrading, de-
classification and safeguarding procedures to be followed, and establishes
a monitoring system to ensure its effectivencss.

NOW, THEREFORE, by virtue of the authority vested in me by the
Constitution and statutes of the United States, it is hereby ordered:

SreTion 1. Security Classification Categories. Official information or
material which requires protection against unauthorized disclosure in the
interest of the national defense or foreign relations of the United States
(hereinafter collectively termed “national security”’) shall be classified
in one of three categories, namely “Top Secret,” “Secret,” or “Confiden-
tial,” depending upon the degree of its significance to national security.
No other categories shall be used to identify official information or
material as requiring protection in the interest of national security, except
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as otherwise expressly provided by statute. These classification categories
are defined as follows:

(A) “Top Secret.” “Top Secret” refers to that national security
information or material which requires the highest degree of protection.
The test for assigning “Top Secret”. classification shall be whether its
unauthorized disclosure could reasonably be expected to cause excep-
tionally grave damage to the national security. Examples of “excep-
tionally grave damage” include armed hostilities against the United
States or its allies; disruption of foreign relations vitally affecting the
national security; the compromise of vital national defense plans or
complex cryptologic and communications intelligence systems; the
revelation of sensitive intelligence operations; and the disclosure of scien-
tific or technological developments vital to national security. This
classification shall be used with the utmost restraint.

(B) “Secret.” “‘Secret” refers to that national security information or
material which requires a substantial degree of protection. The test
for assigning “Secret” classification shall be whether its unauthorized
disclosure could reasonably be expected to cause serious damage to the
national security. Examples of “serious damage” include disruption of
foreign relations significantly affecting the national security; significant.
impairment of a program or policy directly related to the national secu~
rity; revelation of significant military plans or intelligence operationss.
and compromise of significant scientific or technological developments
relating to national security. The classification “Secret” shall be sparingly
used.

(C) “Confidential.” “Confidential” refers to that national security
information or material which requires protection. The test for assign-
ing “Confidential” classification shall be whether its unauthorized dis-
closure could reasonably be expected to causc damage to the national
security.

Sra. 2. Authority to Classify. The authority to originally classify in-
formation or material under this order shall be restricted solely to those
offices within the executive branch which are concerned with matters
of national security, and shall be limited to the minimum number
absolutely required for efficient administration. Except as the context
may otherwise indicate, the term “Department” as used in this order
shall include agency or other governmental unit.

(A) The authority to originally classify information or material un-
der this order as “Top Secret” shall be exercised only by such officials as.
the President may designate in writing and by:
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(1) The heads of the Departments listed below;

(2) Such of their senior principal deputies and assistants as the heads
of such Departments may designate in writing; and

(3) Such heads and scnior principal deputies and assistants of major
elements of such Departments, as the heads of such Departments may
designate in writing.

Such offices in the Executive Office of the President as*the
President may designate in writing
Central Intelligence Agency
Atomic Energy Commission
Department of State
" Department of the Treasury
Department of Defense
Department of the Army
Department of the Navy
Department of the Air Force
United States Arms Control and Disarmament Agency
Department of Justice
National Aeronautics and Space Administration
Agency for International Development

(B) The authority to originally classify information or material under
this order as “Secret” shall be exercised only by:

(1) Officials who have “Top Secret” classification authority;

(2) Such subordinates as officials with “T'op Secret” classification
authority under (A) (1) and (2) above may designate in writing; and

(3) The heads of the following named Departments and such senior
principal deputics or assistants as they may designate in writing.

Department of Transportation

Federal Communications Commission
Export-Import Bank of the United States
Department of Commerce

United States Civil Service Commission
United States Information Agency
General Services Administration
Department of Health, Education, and Welfare
Civil Aeronautics Board

Federal Maritime Commission

Federal Power Commission

National Science Foundation

Overscas Private Investment Corporation
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(C) The authority to originally classify information or material un-
der this order as “Confidential” may be cxercised by officials who have
“Top Secret” or “Secret” classification authority and such officials
as they may designate in writing. '

(D) Any Department not referred to herein and any Department or
unit established hereafter shall not have authority to originally classify
information or material under this order, unless specifically authorized
hereafter by an Executive order.

Sec. 8. Authority to Downgrade and Declassify. The authority to
downgrade and declassify national security information or material shall
be exercised as follows: :

(A) Information or material may be downgraded or declassified by
the official authorizing the original classification, by a successor in capac-
ity or by a supervisory official of either.

(B) Downgrading and declassification authority may also be exer-
cised by an official specifically authorized under regulations issued by the
head of the Department listed in Sections 2(A) or (B) hereof.

(C) In the case of classified information or material officially trans-
ferred by or pursuant to statute or Executive order in conjunction with
4 transfer of function and not merely for storage purposes, the receiving
Department, shall be deemed to be the originating Department for all
purposes under this order including downgrading and declassification,

(D) In the case of classified information or material not officially
transferred within (C) above, but originated in a Department which
has since ceased to exist, each Department in possession shall be deemed
to be the originating Department for all purposes under this order. Such
information or material may be downgraded and declassified by the
Department in possession after consulting with any other Departments
having an interest in the subject matter.

(E) Classified information or material transferred to the General
Services Administration for accession into the Archives of the United
States shall be downgraded and declassified by the Archivist of the
United States in accordance with this order, directives of the President
issued through the National Security Council and pertinent regulations
of the Departments.

(F) Classified information or material with special markings, as
described in Section 8, shall be downgraded and declassified as required
by law and governing regulations.

Sgc. 4. Classification. Fach person poésessing classifying authority
shall be held accountable for the propriety of the classifications attrib-
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uted to him. Both unnecessary classification and over-classification shall
be avoided. Classification shall be solely on the basis of national security
considerations. In no case shall information be classified in order to
conceal incfficiency or administrative error, to prevent embarrassment
to a person or Department, to restrain competition or independent ini-
tiative, or to prevent for any other reason the release of information
which does not require protection in the interest of national security.
The following rules shall apply to classification of information under
this order: 7

(A) Documents in General. Each classified document shall show on
its face its classification and whether it is subject to or exempt from the
General Declassification Schedule. It shall also show the office of origin,
the date of preparation and classification and, to the extent practicable,
be so marked as to indicate which portions are classified, at what level;
and which portions are not classified in order to facilitate excerpting and
other use. Material containing references to classified ‘materials, which
references do not reveal classified information, shall not be classified.

(B) Identification of Classifying Authority. Unless the Department
involved shall have provided some other method of identifying the
individual at the highest level that authorized classification in each case,
material classified under this order shall indicate on its face the identity
of the highest authority authorizing the classification. Where the indi.
vidual who signs or otherwise authenticates a document or item has also
authorized the classification, no further annotation as to his identity
is required.

(C) Information or Material Furnished by a Foreign Government or
International Organization. Classified information or material furnished
to the United States by a foreign government or international organiza-
tion shall either retain its original classification or be assigned a United
States classification. In either case, the classification shall assure a degree
of protection equivalent to that required by the government or inter-
national organization which furnished the information or material.

(D) Classification Responsibilities. A holder of classified informa-
tion or material shall observe and respect the classification assigned
by the originator. If a holder believes that there s unnecessary classi-
fication, that the assigned classification is improper, or that the docu-
ment is subject to declassification under this order, he shall so inform
the originator who shall thereupon re-examine the classification.

Sec. 5. Declassification and Downgrading. Classified information and
material, unless declassified carlier by the original classifying authority,
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shall be declassified and downgraded in accordance with the following
rules:

(A) General Declassification Schedule. (1) “Top Secret.” Infor-
mation or material originally classified “Top Secret” shall become
automatically downgraded to “Secret” at the end of the second full
calendar year following the year in which it was originated, down-
graded to “Confidential” at the end of the foutth full calendar year
following the year in which it was originated, and declassified at the
end of the tenth full calendar year following the year in which it was
originated.

(2) “Secret.” Information and material originally classified “Secret”
shall become automatically downgraded to “Confidential” at the end
of the second full calendar year following the year in which it was
originated, and declassified at the end of the eighth full calendar year
following the year in which it was originated.

(3) “Confidential.” Information and material originally classified
“«Confidential” shall become automatically declassified at the end of the
sixth full calendar year following the year in which it was originated.

(B) Exemptions from General Declassification Schedule. Certain
classified information or material may warrant some degree of pro-
tection for a period exceeding that provided in the General Declassi-
fication Schedule. An” official authorized to originally ~classify
information or material “Top Secret” may exempt from the General
Declassification Schedule any level of classified information or material
originated by him or under his supervision if it falls within one of the
categories described below. In each case such official shall specify in
writing on the material the exemption category being claimed and,
unless impossible, a date or event for automatic declassification. The
use of the exemption authority shall be kept to the absolute minimum
consistent with national security requirements and shall be restricted
to the following categories:

(1) Classified information or material furnished by foreign govern-
ments or international organizations and held by the United States on
the understanding that it be kept in confidence.

(2) Classified information or material specifically covered by statute,
or pertaining to cryptography, or disclosing intclligence sources or
methods.

(3) Classified information or materia]l disclosing a system, plan,
installation, project or specific foreign relations matter the continuing
protection of which is cssential to the national security.
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(4) Classified information or material the disclosure of which
would place a person in immediate jeopardy.

(C) Mandatory Review of Exempted Material. All classified infor-
mation and material originated after the effective date of this order
which is exempted under (B) above from the General Declassification
Schedule shall be subject to a classification review by the originating
Department at any time after the expiration of ten years from the date
of origin provided:

(1) A Department or member of the public requests a review;

(2) The request describes the record with sufficient particularity to
enable the Department to identify it; and

(3) The record can be obtained with only a reasonable amount of

effort.
Information or material which no longer qualifies for exemption under
(B) above shall be declassified. Information or material continuing to
qualify under (B) shall be so marked and, unless impossible, a date for
automatic declassification shall be set. :

(D) Applicability of the General Declassification Schedule to Previ-
ously Classified Material. Information or material classified before the
effective date of this order and which is assigned to Group 4 under
Executive Order No. 10501, as amended by Executive Order No. 10964,
shall be subject to the General Declassification Schedule. All other infor-
mation or material classified before the effective date of this order,
whether or not assigned to Groups 1, 2, or 3 of Executive Order
No. 10501, as amended, shall be excluded from the General Declassifica-
tion Schedule. However, at any time after the expiration of ten years
from the date of origin it shall be subject to a mandatory classification
review and disposition under the same conditions and criteria that apply
to classified information and material created after the effective date of
this order as set forth in (B) and (C) above.

(E) Declassification of Classified Information or Material After
Thirty Years. All classified information or material which is thirty years
old or more, whether originating before or after the effective date of
this order, shall be declassified under the following conditions:

(1) All information and material classified after the effective date of
this order shall, whether or not declassification has been requested,
become automatically declassified at the end of thirty full calendar years
{  after the date of its original classification except for such. specifically
© identified information or material which the head of the originating
Department personally determines in writing at that time to require
continued protection because such continued protection is essential to
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the national security or disclosure would place a person in immediate
jeopardy. In such case, the head of the Department shall also specify
the period of continued classification.

(2) All information and material classified before the effective date
of this order and more than thirty years old shall be systematically
reviewed for declassification by the Archivist of the United States by the
end of the thirtieth full calendar year following the year in which it was
originated. In his review, the Archivist will separate and keep protected
only such information or material as is specifically identified by the
head of the Department in accordance with (E)(1) above. In such
case, the head of the Department shall also specify the period of
continued classification.

(F) Departments Which Do Not Have Authority For Original
Classification. The provisions of this section relating to the declassifica-
tion of national security information or material shall apply to Depart-
ments which, under the terms of this order, do not have current authority
to originally classify information or material, but which formerly had
such authority under previous Ixecutive orders.

Sgc. 6. Policy Directives on Access, Marking, Safekeeping, Account-
ability, Transmission, Disposition and Destruction of Classified Informa-
tion and Material. The President acting through the National Security
Coouncil shall issue directives which shall be binding on all Departments
to protect classified information from loss or compromisc. Such
directives shall conform to the following policies:

(A) No person shall be given access to classified information or
material unless such person has been determined to be trustworthy and
unless access to such information is necessary for the performance of his
duties.

(B) All classified information and material shall be appropriately
and conspicuously marked to put all persons on clear notice of its
classified contents. --

(C) Classified information and material shall be used, possessed, and
stored only under conditions which will prevent access by unauthorized
persons or dissemination to unauthorized persons.

(D) All classified information and material disseminated outside the
executive branch under Executive Order No. 10865 or otherwise shall
be properly protected.

(E) Appropriate accountability records for classified information
<hall be established and maintained and such information and material
shall be protected adequately during all transrmissions.
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(F) Classified information and material no longer needed in current
working files or for reference or record purposes shall be destroyed or
disposed of in accordance with the records disposal provisions contained
in Chapter 33 of Title 44 of the United States Code and other applicable
statutes.

(G) Classified information or material shall be reviewed on a sys-
tematic basis for the purpose of accomplishing downgrading, declassifica-
tion, transfer, retirement and destruction at the earliest practicable date.

Sec. 7. Implementation and Review Responsibilities. (A) The Na-
tional Security Council shall monitor the implementation of this order.
To assist the National Security Council, an Intcragency Classification
Review Commiitee shall be established, composed of a Chairman desig-
nated by the President, the Archivist of the United States, and repre-
sentatives of the Departments of State, Defense and Justice, the Atomic
Energy Commission, the Central Intelligence Agency and the National
Security Council Staff. Representatives of other Departments in the exec-’
utive branch may be invited to neet with the Committee on matters of
particular interest to those Departments. This Committee shall meet
regularly and on a continuing basis shall review and take action to ensure
compliance with this order, and in particular:

(1) The Committee shall oversee Department actions to ensure com-
-pliance with the provisions of this order and implementing directives
issued by the President through the National Security Council.

(2) The Comimittee shall, subject to procedures to be established by
it, receive, consider and take action on suggestions and complaints from
persons within or without the government with respect to the admin-
istration of this order, and in consultation with the affected Department
or Departments assure that appropriate action is takcn on such sug-
gestions and complaints. :

(3) Upon request of the Committee Chalrman any Dep’\rtmcnt shall
furnish to the Committee any particular information or material needed
by the Committee in carrying out its functions.

{Sec. 7(A) as amended by E.Q. 11714, 38 FR 10245, Apr, 26, 1973]

(B) To promote the basic purposes of this order, the head of each
Department originating or handling classified information or material
shall:

(1) Prior to the effective date of this order submit to the Interagency
Classification Review Committee for approval a copy of the regulations
it proposes to adopt-pursuant to this order.
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(2) Designate a senior member of his staff who shall ensure effec-
tive compliance with and implementation of this order and shall also
chair a Departmental committce which shall have authority to act
on all suggestions and complaints with respect to the Department’s
administration of this order.

(3) Undertake an initial program to familiarize the employees of
his Department with the provisions of this order. He shall also estab-
lish and maintain active training and orientation programs for cm-
ployees concerned with classified information or material. Such programs |
shall include, as a minimum, the briefing of new employees and periodic
reorientation during employment to impress upon each individual his
responsibility for exercising vigilance and care in complying with the
provisions of this order. Additionally, upon texmination of employ-
ment or contemplated temporary separation for a sixty-day period or
more, employees shall be debriefed and each reminded of the provisions
of the Criminal Code and other applicable provisions of law relating
to penalties for unauthorized disclosure.

SR et sk 1
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(C) The Attorney General, upon request of the head of a Depart- s
ment, his duly d'esignated representative, or the Chairman of the above
described Committee, shall personally or through authorized repre- x

sentatives of the Department of Justice render an interpretation of this
order with respect to any question arising in the course of its admin-
istration.

Sre. 8. Material Covered by the Atomic Energy Act. Nothing in this
order shall supersede any requirements made by or under the ‘Atomic
Energy Act of August 30, 1954, as amended. “Restricted Data,” and
material designated as “Formerly Restricted Data,” shall be handled, :
protected, classified, downgraded and declassified in conformity with
the provisions of the Atomic Energy Act of 1954, as amended, and the
regulations of the Atomic Energy Commission. ‘

ke e 4 A Xt

Skc. 9. Special Departmental Arrangements. The originating De-
partment or other appropriate authority may impose, in conformity
with the provisions of this order, special requirements with. respect to
access, distribution and protection of classified information and material,
including those which presently relate to communications intelligence,
intelligence sources and methods and cryptography.

Sec. 10. Exceptional Cases. In an exceptional case when a person
or Department not authorized to classily information originates
information which is believed to require classification, such person or
Department shall protect that information in the manncr prescribed
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by this order. Such persons or Department shall transmit the informa-
tion forthwith, under appropriate safeguards, to the Departrent having
primary interest in the subject matter with a request that a determina-
tion be made as to classification,

Sec. 11. Declassification of Presidential Papers. The Archivist of the
United States shall have authority to review and declassify information
and material which has been classified by a President, his White House
Staff or special committee or commission appointed by him and which
the Archivist has in his custody at any archival depository, including a
Presidential Library. Such declassification shall only be undertaken in
accord with: (i) the terms of the donor’s deed of gift, (ii) consulta-
tions with the Departments having a primary subject-matter interest,
and (iil) the provisions of Section 5.

Sec. 12. Historical Rescarch and Access by Former Government
Officials. The requirement in Section 6(A) that access to classified
information or material be granted only as is necessary for the perform-
ance of one’s duties shall not apply to persons outside the executive
branch who are engaged in historical research projects or who have
previously occupied policy-making positions to which they were
appointed by the President; Provided, however, that in each case the
head of the originating Department shall:

(i) determine that access is clearly consistent with the interests of
national security; and '

(ii) take appropriatc steps to assure that classified information or
material is not published or otherwise compromised.

Access granted a person by reason of his having previously occupied a
policy-making position shall be limited to those papers which the
former official originated, reviewed, signed or received while in public
office.

Sec. 13. Administrative and Judicial Action. (A) Any officer or
employec of the United States who unnccessarily classifies or over-
classifics information or material shall be notified that his actions are in
violation of the terms of this order or of a directive of the President
issued through the National Security Council. Repeated abuse of the
classification process shall be grounds for an administrative reprimand.
In any case wherc the Departmental committee or the Interagency Classi-
fication Review Committee finds that unnecessary cldssification or over-
classification has occurred, it shall make a report to the head of the
Department concerned in order that corrective steps may be taken.
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(B) The head of each Department is directed to take prompt and
stringent administrative action against any officer or employee of the
United States, at any level of employment, determined to nave been re-
sponsible for any release or disclosure of national security information or
material in a manner not authorized by or under this order or a directive
of the President issued through the National Security Council. Where a
violation of criminal statutes may be involved, Departments will refer
any such case promptly to the Department of Justice.

Sec. 14. Revocation of Executive Order No. 10501. Executive Order
No. 10501 of November 5, 1953, as amended by Executive Orders No.
10816 of May 8, 1959, No. 10901 of January 11, 1961, No. 10964 of
September 20, 1961, No. 10985 of January 15, 1962, No. 11097 of
March 6, 1963 and by Section 1(a) of No. 11382 of November 28, 1967,
is superseded as of the effective date of this order.

Sec. 15. Effective date. This order shall become effective on June 1,
1972.
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DIRECTIVE OF MAY 17, 1972 *®
National Security Council
Directive Governing the
Classification, Downgrading,
Declassification and Safeguarding
of National Security Information

The President has directed that Exccutive Order 11652, “Classifica-
tion and Declassification of National Security Information and Material,”
approved March 8, 1972 (37 T.R. 5209, March 10, 1972) be imple-
mented in accordance with the following:

I Avutpority To CLASSIFY

A. Personal and Non-delegable. Classification authority may be ex-
ercised only by those officials who are designated by, or in writing pur-
suant to, Section 2 of Executive Order 11652 (hereinafter the “Order”).
Such officials may classify information or material only at the level au-
thorized or ‘below. This authority vests only to the official designated
under the Order, and may not be delegated.

B. Observance of Classification. Whenever information or material
classified by an official designated under A above is incorporated in an-
other document or other material by any person other than the classifier,
the previously assigned security classification category shall be reflected
thercon together with the identity of the classifier.

C. Identification of Classifier. The person at the highest level authoriz-
ing the classification must be identified on the face of the information or
material classified, unless the identity of such person might disclose sensi-
tive intelligence information. In the latter instance the Department
shall establish some other record by which the classifier can readily be £
identified, [w '

D. Record Requirement. Tach Department listed in Section 2(A) ‘. ¢
of the Order shall maintain a listing by name of the officials who have Y \
been designated in writing to have Top Secret classification authority. ' Lo
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Hach Department listed in-Section 2 (A) and (B) of the Order shall aies,
maintaia separate listings by name of the persons designated in Writing 54
to have Secret authority and persons designated in writing to have Con. &
fidential authority. In cases where listing of the names of oflicials havine =
classification authority might disclose sensitive intelligence information.
the Department shall establish some other record by which such offici;s
can readily be identified. The foregoing listings and records shall b
compiled beginning July 1, 1972 and updated at least on a quarterly ¥
basis. =

E. Resolution of Doubts. If the classifier has any substantial doubt as
to which sccurity classification category is appropriate, or as to whether

the material should be classified at all, he should designate the less re-
strictive treatment.

II DownNGRADING AND DECLASSIFICATION

A. General Declassification Schedule and Exemptions. Classified in-
formation and material shall be declassified as soon as there are no longer
any grounds for continued classification within the classification category
definitions sct forth in Section 1 of the Order. At the time of origination
the classifier shall, whenever possible, clearly mark on the information or
material a specific date or event upon which downgrading or declassifica-
tion shall occur. Such dates or events shall be as carly as is permissible
without causing damage to the national security as defined in Section 1
of the Order. Whenever carlier dates or events cannot be determined,
the General Declassification Schedule set forth in Section 5(A) of the
Order shall apply. If the information or material is exempted under Sec-
tion 5(B) of the Order from the General Declassification Schedule, the
classifier shall clearly mark the material to show that it is exempt and
indicate the applicable exemption category. Unless impossible, the ex-
empted information or material shall be assigned and clearly marked by
the classifier with a specific date or event upon which declassification
shall occur. Downgrading and declassification dates or events established
in acordance with the foregoing, whether scheduled or non-scheduled,
shall to the extent possible be carried forward and applied whenever
the classified information or material is incorporated in other documents
or material.

B. Extracts and Compilations. When classified information or mate-
rial from more than one source is incorporated into a new document or
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other material, the document or other material shall be classified, down-
graded or declassified in accordance with the provisions of the Order
and Directives thereunder applicable to the information requiring the
greatest protection.

C. Material Not O ficially Transferred. When a Department holding
classified information or material under the circumstances described in
Section 3(D) of the Order notifies another Department of its intention
to downgrade or declassify, it shall allow the notified Department 30
days in which to express its objections before taking action.

D. Declassification of Material 30 Years Old. The head of each De-
partment shall assign experienced personnel to assist the Archivist of
the United States in the exercise of his responsibility under Section 5 (E)
of the Order to systematically review for declassification all materials
classified before June 1, 1972 and more than 30 years old. Such per-
sonnel will: (1) provide guidance and assistance to archival employees
in identifying and separating those materials originated in their Depart-
ments which are deemed to require continued classification; and (2)
develop a list for submission to the head of the Department which identi-
fies the materials so separated, with recommendations concerning con-
tinued classification. The head of the originating Department will then
make the determination required under Section 5(E) of the Order and
cause a list to be created which identifies the documentation included

in the determination, indicates the reason for continued classification and
specifies the date on which such material shall be declassified.

E. Notification of Expedited Downgrading or Declassification. When
classified information or material is downgraded or declassified in a
manner other than originally specified, whether scheduled or exempted,
the classifier shall, to the extent practicable, promptly notify all address-
ces to whom the information or material was originally officially trans-
mitted. Tu turn, the addressees shall notify any other known recipient
of the classified information or material,

111 Review oF CLASSIFIED MATERIAL FOR DECLASSIFICATION
Purroscs

A. Systematic Reviews. All information and matevial classified after
the effective date of the Order and determined in accordance with Chap-
ter 21, 44 U.S.C. (82 Stat. 1287) to be of sufficient historical or other
value to warrant prescrvation shall be systematically reviewed on a timely
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Lasis by each Department for the purpose of making such information b
material publicly available in accordance with the determination regard-
ing declassification made by the classifier under Section 5 of the Oi‘(!(\r.
During each calendar year each Department shall segregate to the maxi-
mum extent possible all such information and material warranting pres-
ervation and becoming declassified at or prior to the end of such year.
Promptly after the end of such year the Department responsible, or tie
Archives of the United States if transferred thereto, shall make the de-
classified information and material available to the public to the extent
permitted by law.

B. Review for Declassification of Classified Material Over 10 Years
‘Old. Each Department shall designate in its implementing regulations an
office to which members of the public or Departments may direct re-
quests for mandatory review for declassification under Section 5 (C) and
(D) of the Order. This office shall in turn assign the request to the ap- -
propriate office for action. In addition, this office or the office which has
been assigned action shall immediately acknowledge receipt of the request
in writing. If the request requires the rendering of services for which fair
and equitable fees should be charged pursuant to Title 5 of the Inde-
pendent Offices Appropriations Act, 1952, 65 Stat. 290, 31 U.S.C. 483a
the requester shall be so notified. The office which has been assigned
action shall thereafter make a determination within 30 days of receipt
or shall explain the reasons why further time is necessary. If at the end of
60 days from receipt of the request for review no determination has been
made, the requester may apply to the Departmental Committee estab-

~ lished by Section 7 (B) of the Order for a determination. Should the office
assigned action on a request for review determine that under the criteria
set forth in Section 5 (B) of the Order continued classification is required,
the requester shall promptly be notified, and whenever possible, provided
with a brief statement as to why the requested information or material
cannot be declassified. The requester may appeal any such determination
to the Departmental Committee and the notice of determination shall
advise him of this right. '

C. Departmental Committee Review for Declassification. The Depart-
mental Committee shall establish procedures to review and act within

30 days upon all applications and appeals regarding requests for declas-
sification. The Department head, acting through the Departmental Com-
mittee shall be authorized to over-rule previous determinations in whole
or ir part when, in its judgment, continued protection is no longer re-

St 17 S
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' quired. If the Departmental Committee determines that continued clas-
| sification is required under the criteria of Section 5(B) of the Order it
shall promptly so notify the requester and advise him that he may appeal
the denial to the Interagency Classification Review Committee.

D. Review of Classified Material Over 30 Years Old. A request by
a member of the public or by a Department under Section 5 (G) or
(D) of the Order to review for declassification documents more than 30
years old shall be referred directly to the Archivist of the United States, !
and he shall have the requested documents reviewed for declassification i
in accordance with Part ILD. hereof. If the information or material ‘ §
requested has not been transferred to the General Services Administra- o
tion for accession into the Archives, the Archivist shall, together with the T
head of the Department having custody, have the requested documents '
reviewed for declassification. Classification shall be continued in either i
case only where the head of the Department concerned makes at that :
time the personal determination required by Section 5(X) (1) of the
Order. The Archivist shall promptly notify the requester of such determi-
nation and of his right to appeal the denial to the Interagency Classifica-
tion Review Committee.

E. Burden of Proof for Administrative Determinations. For purposes
of administrative determinations under B., C., or D. above, the burden i
of proof is on the originating Department to show that continued classi- i
fication is warranted within the terms of the Order. |

F. Availability of Declassified Material. Upon a determination under
B., C., or D. above that the requested material no longer warrants class:-
fication it shall be declassified and madc promptly available to the
requester, if not otherwise excmpt from disclosure under Section 552(b) i
of Title 5 U.S.C. (Freedom of Information Act) or other provision of | |
law.

G. Classification Review Requests. As required by Section 5(C) of the. !
Order, a request for classification review must describe the document _> :
with sufficient particularity to enable the Department to identify it and Co
obtain it with a reasonable amount of cffort. Whenever a request is
deficient in its description of the rccord sought, the requester should be
asked to provide additional identifying information whencver possible. ;
Before denying a request on the ground that it is unduly burdensome, the :
requester should be asked to limit his request to records that are reason-
ably obtainable. If none-theJess the requester does not describe the

2721
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records sought with sufficient particularity, or the record requested can-
ot be obtained with a reasonable amount of cfort, the requester shall
be notified of the reasons why no action will be taken and of his right

to appeal such decision.
IV MARKING REQUIREMENTS

A. When Document or Other Material is Prepared. At the time of
origination, each document or other material containing classified in-

formation shall be marked with its assigned sccurity classification and
whether it is subject to or exempt from the General Declassification

Schedule.

(1) For marking documents which are subject to the General De-
classification Schedule, the following stamp shall be used:

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY e — ———
SUBJECT TO GENERAL DECLASSIFICATION SCHEDULE OF
EXECUTIVE ORDER 11652 AUTOMATICALLY DOWNGRADED
AT TWO YEAR INTERVALS AND DECLASSIFIED ON DEC. 31

(insert year)

(2) For marking documents which are to be automatically declassified
on a given event or date carlicr than the General Declassification Sched-
ule the following stamp shall be used :

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY ... - e e e e i en
AUTOMATICALLY DECLASSIFIED ON (cffective date or event)

(3) For marking documents which are exempt from the General
Declassification Schedule the following stamp shall be used:

BY e
EXEMPT FROM GENERAL DECLASSIFICGATION SCHEDULE OF

EXECUTIVE ORDER 11652 EXEMPTION CATEGORY (§5B (1),

Should the classifier inadvertently fail to mark a document with onc of
the foregoing stamps the document shall he deemed to be subject to the
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General Declassification Schedule. The person who signs or finally ap- ;
proves a document or other material containing classified information i
shall be deemed to be the classifier. If the classifier is other than such
person he shall be identified on the stamp as indicated.

The “Restricted Data” and “Formerly Restricted Data” stamps (H.
below) are, in themselves, evidence of exemption from the General
Declassification Schedule.

B. Ouverall and Page Marking of Documents. The overall classifica-
tion of a document, whether or not permanently bound, or any copy or
reproduction thereof, shall be conspicuously marked or stamped at the
top and bottom of the outside of the {ront cover (if any), on the title
page (if any), on the first page, on the back page and on the outside
of the back cover (if any). To the extent practicable cach interior page
of a document which is not permanently bound shall be conspicuously
marked or stamped at the top and bottom according to its own coutent,
including the designation “Unclassified” when appropriate.

C. Paragraph Marking. Whencver a classified document contains
either more than one security classification category or unclassified in- -
formation, each section, part or paragraph should be marked to the ex- ! } ;
tent practicable to show its classification category or that it is unclassified. o ] E

D. Material Other Than Documents. If classified material cannot be
marked, written notification of the information otherwise required in
markings shall accompany such material.

E. Transmittal Documents. A transmittal document shall carry on it
a prominent notation as to the highest classification of the information
which is carried with it, and a legend showing the classification, if any,
of the transmittal document standing alone.

F. Wholly Unclassified Material Not Usually Marked. Normally, un-
classified material shall not be marked or stamped “Unclassified” unless
the purpose of the marking is to indicate that a decision has been made
not to classify it. '

Y

G. Downgrading, Declassification and U pgrading Markings. When-
ever a change 1s made in the original classification or in the dates of down-
grading or declassification of any classified information or material it
shall be promptly and conspicuously marked to indicate the change, i
the authority for the action, the date of the action, and the identity of the |
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person taking the action. In addition, all earlier classification markings
shall be cancelled, if practicable, but in any ¢vent on the first page.

(1) Limited Use of Posted Notice for Large Quantities of Matericl.
When the volume of information or material is such that prompt remark-
ing of cach classified item could not be accomplished without unduly
interfering with operations, the custodian may attach downgrading, de-
classification or upgrading notices to the storage unit in Heu of the re-
marking otherwisc required. Each notice shall indicate the change, the
authority for the action, the date of the action, the identity of the person
taking the action and the storage units to which it applies. When individ-
ual documents or other materials are withdrawn from such storage units
they shall be promptly remarked in accordance with the change, or if the
documents have been declassified, the old markings shall be cancelled.

(2) Transfer of Stored Quantities Covered by Posted Notice. When
information or material subject to a posted downgrading, upgrading or
declassification notice are withdrawn from one storage unit solely for
transfer to another, or a storage unit containing such documents or
other materials is transferred from onc place to another, the transfer
may be made without remarking if the notice is attached to or remains
with cach shipment.

H. Additional Warning Notices. In addition to the foregoing marking
requirements, warning notices shall be prominently displayed on classi-
fied documents or materials as prescribed below. When display of thesc
warning notices on the documents or other materials is not feasible, the
warnings shall be included in the written notification of the assigned
classification.

(1) Restricted Data. For classificd information or material containing
Restricted Data as defined in the Atomic LEncrgy Act of 1954, as

amended:
“RESTRICTED DATA”

This document contains Restricted Data as defined in the Atomic Encrgy
Act of 1954, Its dissemination or disclosure to any unauthorized person
is prohihited.

(2) Formerly Restricted Data. For classified information or material
containing solely Formerly Restricted Data, as defined in Scction 142.d.,
Atomic Energy Act of 1954, as amended:

o
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: ' “FORMERLY RESTRICTED DATA” i

Unauthorized disclosure subject to Administrative and Criminal Sanc- T :
; tions. Hlandle as Restricted Data in Foreign Dissemination. Section 144.b., : p .
‘ Atomic Energy Act, 1954, HER
| (3) Information Other Than Resiricted Data or Formerly Restricted } :
I Data. For classified information or material furnished to persons outside f %

the Exccutive Branch of Government other than as described in (1) and :
S|
(2) above: & ’

“NATIONAL SECURITY INFORMATION”

Unauthorized Disclosure Subject to Criminal Sanctions,

- (4) Sensitive Intelligence Information. For classified information or
" material relating to sensitive intelligence sources and methods, the follow-

- ing warning notice shall be used, in addition to and in conjunction with
those prescribed in (1), (2), or (3), above, as appropriate:

. “WARNING NOTICE—SENSITIVE INTELLIGENCE SOURCES
| AND METHODS INVOLVED”

V Prorecrion anp TrawsMissioNn or CLASSIFIED INFORMATION

A. General. Classified information or material may be used, held, or

+ stored only where there are facilities or under conditions adequate to

b © prevent unauthorized persons from gaining access to it. Whenever such

information or material is not under the personal supervision of an

authorized person, the methods set forth in Appendix A hereto shall be

i used to protect it. Whenever such information or material is transmitted

outside the originating Departinent the requirements of Appendix B
hereto shall be observed.

B. Loss or Possible Compromise. Any verson who has knowledge of
the loss or possible compromise of classified information shall immedi-
ately report the circumstances to a designated official of his Department
or organization. In turn, the originating Department and any other
interested Department shall be notified about the loss or possible com-
promisc in order that a damage assessment may be conducted. An
immediate inquiry shall be initiated by the Department in which the |
loss or compromise accurred for the purpose of taking corrective meas- |
ures and appropriate administrative, disciplinary, or legal action. l

VI Access AND ACGCOUNTABILITY o

A. General Access Requirements. Except as provided in B. and C.

P
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below, access to classified information shall be granted in accordance
with the following:

(1) Determination of Trustworthiness. No person shall be given
‘access to classified information or material unless a favorable determina-
tion has been made as to his trustworthiness. The determination of
-cligibility, referred to as a sccurity clearance, shall be based on such
investigations as the Department may require in accordance with the

standards and criteria of E.O. 10450 and E.O. 10865 as appropriate.

(2) Determination of Need-to-Know. In addition to a security clear-
ance, a person must have a necd for access te the particular classified
information or material sought in connection with the performance of his
official duties or contractual abligations. The determination of that need
shall be made by officials having responsibility for the classified infor-
mation or material.

(3) Administrative Withdrawal of Security Clearance. Each Depart-
ment shall make provision for administratively withdrawing the security
clearance of any person who no longer requires access to classified infor-
mation or material in connection with the performance of his official
dutics or contractural obligations. Likewisc, when a person no longer

_needs access to a particular security classification category, the security
clearance shall be adjusted to the classification category still required
for the performance of his duties and obligations. In both instances, such
action shall be without prejudice to the person’s eligibility for a security
clearance should the nced again arise.

B. Access by Historical Researchers. Persons outside the Executive
Branch engaged in historical rescarch projects may be authorized access
to classified information or matcrial provided that the head of the
originati'ng Department determines that:

(1) The project and access sought conform to the requirements of
Section 12 of the Order.

(2) The information or material requested is reasonably accessible
and can be located and compiled with a rcasonable amount of effort.

(3) The historical rescarcher agrecs to safeguard the information or
material in a manner consistent with the Order and Directives there-
under.

236

Approved For Iss’liease 2005/07/28 : CIA-RDP91M00696R000300040014-5

R

p—



Chapter ITl-~Presidential Documents, etc.

(4) The historical researcher agrees to authorize a review of his
notes and manuscript for the solc purpose of determining that no classi-
fied information or material is contained therein.

An authorization for access shall be valid for the period required but
no longer than two years from the date of issuance unless renewed under
regulations of the originating Department.

C. Access by Former Presidential Appointees. Persons who previously
occupied policy making positions to which they were appointed by the
President, other than those referred to in Section 11 of the Order, may
be authorized access to classified information or material which they
originated, reviewed, signed or received while in public office. Upon the
request of any such former official, such information and material as he
may identify shall be reviewed for declassification in accordance with
the provistons of Section 5 of the Order.

D. Consent of Originating Department to Dissemination by Recipi-
ent. Except as otherwise provided by Section 102 of the National Sccu-
rity Act of 1947, 61 Stat. 495, 50 U.S.C. 403, classified information or
material originating in one Department shall not be disseminated outside
any other Department to which it has been made available without
the consent of the originating Department.

E. Dissemination of Sensitive Intelligence Information. Information
or material bearing the notation “WARNING NOTICE—SENSI-
TIVE INTELLIGENCE SOURCLES AND METHODS IN-
VOLVED?” shall not be disseminated in any manner outside authorized
channels without the permission of the originating Department and an
assessment by the senior intelligence official in the disseminating Depart-
ment as to the potential risk to the national security and to the intelligence
sources and methods involved.

F. Restraint on Special Access Requirements. The establishment of
special rules Jimiting access to, distribution and protection of classified
information and material under Section 9 of the Order requires the
specific prior approval of the head of a Department or his designee.

G. Accountability Procedures. Each Department shall prescribe such ;
accountability procedures as are necessary to control cffectively the dis-
semintaion of classified information or material. Particularly strifigent
controls shall be placed on information and material classified Top Secret.
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(1) Top Secret Control O flicers. Top Secrct Contrel Officers shall
be designated, as required, to receive, maintain current accountability
records of, and dispatch Top Sceret material.

(2) Physical Inventory. A physical inventory of all Top Sccret ma-
terial shall be made at least annually. As an exception, repositories stor-
ing large volumes of classified material, shall develop inventory lists or
other finding aids.

(3) Current Accountability. Top Sccret and Secret information and

material shall be subject to such controls including current accountabil-

ity records as the head of the Department may prescribe.

(4) Restraint on Reproduction. Documents or portions of documents
containing Top Sccret information shall not be reproduced without the
consent of the originating office. All other classificd material shall be re-
produced sparingly and any stated prohibition against reproducticn shall
be strictly adhered to.

(5) Restraint on Number of Copies. The number of copies of docu-
ments containing classified information shall be kept to a minimum to
decrease the risk of compromise and reduce storage Costs.

VII Darta INDEX SYSTEM

Fach Department originating classified information or material shall
undertake to establish a data index system for Top Secret, Sccret and
Confidential information in selected categorics approved by the Inter-
agency Classification Review Committee as having sufficient historical or
other value appropriate for preservation. The index system shall contain
the following data for cach document indexed: (37) Identity of classifier,
(b) Department of origin, {THAddressces, (d) Date of classification, (e)
Subject/Area, (f) Classification category and whether subject to or
exempt from the General Declassification Schedule, (g) If cxempt,
which exemption category is applicable, (h) Date or event sct for declas-
sification, and( @ File designation. Information and material shall be
indexed into the system at the earliest practicable date during the course

of the calendar year in which it is produced and classified, or in any event
1o later than March 31st of the succeeding year. Each Department shall
undertake to establish such a data index system 1o later than July 1,
1973, which shall index the sclected catcgories of information and ma-
terial produced and classified after December 31, 1972.
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VIII Comear QPERATIONS i

The provisions of the Order and this Directive with regard to dis- i
semination, transmission, or safekeeping of classified information or ma-
terial may be so modified in connection with combat or combat-related
operations as the Secretary of Defense may by regulations prescribe.

IX  INTERAGENCY CLASSIFICATION REVIEW COMMITTEE

A. Composition of Interagency Committee. In accordance with Sec- '
tion 7 of the Order, an Interagency Classification Review Committee
is established to assist the National Security Council in monitoring im- i
plementation of the Order. Its membership is comprised of senior repre- :
sentatives of the Departments of State, Defense, and Justice, the Atomic
Energy Commission, the Central Intelligence Agency, the National
Security Council staff, and a Chairman designated by the President.

B. Meetings and Staff. The Interagency Committce shall meet regu-
larly, but no less frequently than on a monthly basis, and take such ac- ,
tions as are deemed necessary to insure uniform compliance with the i
Order and this Directive, The Chairman is authorized to appoint an
Executive Director, and to maintain a pcrmanent administrative staff.

C. Interagency Committee’s Functions. The Interagency Committee
shall carry out the duties assigned it by Section 7(A) of the Order. It
shall place particular cmphasis on oversceing compliance with and imple-
mentation of the Order and programs cstablished thereunder by each
Department. Tt shall seek to develop means to (a) prevent overclassifica-
tion, (b) ensure prompt declassification in accord with the provision of
the Order, (c) facilitate access to declassificd material and (d) eliminate il
unauthorized disclosure of classified information.

D. Classification Complaints. Under such procedures as the Inter-
agency Committee may prescribe, it shall consider and take action on
complaints from persons within or without the government with respect to
the general administration of the Order including appeals from denials by
Departmental Committees or the Archivist of declassification requests.

X  DEPARTMENTAL IMPLEMENTATION AND ENFORCEMENT

A. Action Programs. Those Departments listed in Section 2 (A) and
(B) of the Order shall insure that adequate personncl and funding arc
provided for the purposc of carrying out the Order and Directives
thercunder.
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B. Deparimental Commatlee. All suggestions and complaints, includ-
ing those regarding overclassification, failure to declassify, or delay in de-
classifying not otherwise resolved, shall be referred to the Departmental
Committee for resolution. In addition, the Departmental Committec shall
review all appeals of requests for records under Scetion 522 of Title 5

U.S.C. (Freedom of Information Act) when the proposed denial is based
on their continued classification under the Order,

C. Regulations and Reporis. Each Department shall submit its pro-
posed implementing regulations of the Order and Dircctives thereunder
to the Chairman of the Interagency Classification Review Committec for
approval by the Committee. Upon approval such regulations shall be
published in the FEDERAL REGISTER to the extent they affect the general
public. Fach Department shall also submit to the said Chairman (1)
copies of the record lists required under Part 1.D. hereol by July 1, 1972
and thercafter quarterly, (2) quarterly reports of Departmental Com-
mittee actions on classification review requests, classification abuses and
unauthorized disclosures, and (3) provide progress reports on informa-
tion accumulated in the data index system established under Part VII
hereof and such other rcports as said Chairman may find necessary for
the Interagency Classification Review Committee to carry out its respon-
sibilities.

D. Administrative Enforcement. The Departmental Committees shall
have responsibility for recommending to the head of the respective
Departments appropriate administrative action to correct abuse or viola-
tion of any provision of the Order or Directives thercunder, including
notifications by warning letter, formal reprimand, and to the extent per-
mitted by law, suspension without pay and removal. Upon receipt of such
o recommendation the hecad of the Department concerned shall act
promptly and advisc the Departmental Committee of his action.

Publication and Effective Date: This Dircctive shall be published in
the Frprral RecisTEr and become effective Junc 1, 1972.

Henry A. KISSINGER,
Assistant to the President for
National Security Affairs.
Mav 17, 1972
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APPENDIX A
PROTECTION OF GLASSIFIED INFORMATION

A. Storage of Top Secret. Top Sccret information and material shall be stored in
a safe or safe-type steel file container having a built in three-position dial-type com-
bination lock, vault, or vault-type room, or other storage facility which meets the
standards for Top Secret cstablished under the provisions of (C) below, and which
minimizes the possibility of unauthorized access to, or the physical theft of, such
information or material.

B. Storage of Secret or Confidential. Secret and Confidential material may be
stored in a manner authorized for Top Sccret information and material, or in a con-
tainer or vault which meets the standards for Sccret or Confidential, as the case may
be, established under the provisions of (C) below

C. Standards for Security Equipmenté. The C ueral Services Administration shall,
in coordination with Departments originating -lissified information or material,
establish and publish uniform standards, specific .tiuns and supply schedules for con-
tainers, vaults, alarm systems and associated security devices suitable for the storage
and protection of all categories of classified information and material. Any Depart-
ment may establish for use within such Department more stringent standards. W' an-
ever new security equipment is procured, it shall be in conformance with the foregoing
standards and specifications and shall, to the maximum extent practicable, be of the
type designated on the Federal Supply Schedule, General Services Administration.

D. Exception to Standards for Security Equipment. As an exception to (C) above,
Secret and Clonfidential material may also be stored in a steel filing cabinet having a
built in, three-position, dial-type combination lock; or a steel filing cabinet cquipped
with a steel lock bar, provided it is seccured by a GSA approved changeable com-
bination padlock.

E. Combinations. Combinations to security equipment and devices shall be changed
only by persons having appropriate security clearance, and shall be changed when-
ever such equipment is placed in use, whenever a person kuowing the combination
is transferred from the office to which the equipment is assigned, whenever a combi-
nation has been subjected to possible compromise, and at least once every year.
Knowledge of combinations shall be limited to the minimum number of persons
necessary for operating purposes. Records of combinations shall be classified no
lower than the highest category of classified information or material authorize for
storage in the security equipment concerned.

T, Telecommunications Conversations. Classified information shall not he revealed
in telecommunications conversations, cxcept as may be authorized under Appendix B
with respect to the transmission of classified information over approved communica-
tions circuits or systems.

G. Responsibilities of Custodians. Custodians of classified material shall be responsi-
ble for providing protection and accountability for such material at all times and
particularly for locking classified material in approved security equipment whenever
it is not in use or under direct supervision of authorized persons. Custodians shall
follow procedures which insure that unauthorized persons do not gain access to
classified information or material by sight or sound, and classified information shall
not be discussed with or in the presence of unauthorized persons.

APrENDIX B
TRANSMISSION OF CLASSIFIED INFORMATION

A. Preparation and Receipting. Classified information and material shall be en
closed in opagque inner and outer covers beforc transmitting, The inner cover shall
he a sealed wrapper or envelope plainly marked with the assigned classification and
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address, The outer cover shall be scaled and addressed with no indication of the classi-
fication of its contents. A receipt shall be attached to or cuclosed in the inner cover,
except that Confidential material shall require a receipt only if the sender deems it
necessary. The receipt shall identify the sender, addressee, and the document, but shall
contain no classified information. It shall be signed by the recipient and returned to
the sender.,

B. Transmission of Top Secret. The transmission of Top Secret information and
material shall be effected preferably by oral discussions in person between the officials
concerned. Otherwise the trausmission of Top Secret information and material shall
be by specifically designated personmuel, by State Department diplomatic pouch, by a
messenger-courier system especially created for that purpose, over authorized com-
munications circuits in encrypted form or by other means authorized by the National
Security Council; except that in the case of information transmitted by the Federal
Bureau of Investigation, such means of transmission may be used as are approved by the
Director, Federal Bureau of Investigation, unless express reservation to the contrary
is made in exceptional cases by the originating Department.

C. Transmission of Secret. The transmission of Secret material shall be effected in
the following manner.

(1) The Fifty States, District of Columbia, Puerto Rico. Sccret information and
material may be transmitted within and between the forty-eight contiguous states and
District of Columbia, or wholly within the State of Hawaii, the State of Alaska, or the
Commonwealth of Puerto Rico by one of the means authorized for Top Secret infor-
mation and material, the United States Postal Service registered mail and protective
services provided by the United States ajr or surface commercial carriers under such
conditions as may be prescribed by the head of the Department concerned,

(2) Other Areas, Vessels, Military Postal Services, Aircraft. Sccret information
and material may be transmitted from or to or within arcas other than those specified
in (1) above, by one of the means established for Top Secret information and mate-
rial, captains or masters of vessels of United States registry under contract to a De-
partment of the Executive Branch, United States registered mail through Army,
Navy or Air Force Postal Service facilities provided that material docs not at any time
pass out of United States citizen control and docs not pass through a foreign postal
systent, and commercial aircraft under charter to the United States and military or
other government aircraft.

(3) Canadian Government Installations. Secret information and material may be
transmitted between United States Government or Canadian Government installations,
or both, in the forty-eight contiguous states, Alaska, the District of Columbia and
Canada by United States and Canadian registered mail with registered mail receipt.

(4) Special Cases. Each Department may authorize the use of the United States
Postal Service registered mail outside the forty-cight contiguous states, the District of
Columbia, the State of Hawaii, the State of Alaska, and the Commonwealth of
Puerto Rico if warranted by security conditions and essential operational requirements
provided that the material does not at any time pass out of United States Government
and United States citizen control and does not pass through a foreign postal system.

D. Transmittal of Confidential. Confidential information and material shall be
transmitted within the forty-cight contiguous states and the District of Columbia,
oz wholly within Alaska, Hawali, the Commonwealth of Puerto Rico, or a United
States possession, by one of the means cstablished for higher classifications, or by
certified or first class mail. Outside these areas, Confidential information and material
shall be transmitted in the same manner as authorized for higher classifications.

E. Alternative Transmission of Confidsntial. Each Dcpartment having authority
to classify information or material as “Confidential” may issue regulations author-
izing alternative or additional methods for the transmission of material classificd
“Confidential” outside of the Department. In the case of material originated by
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anether ageney, the method of fransmission must be at least as sccure as the trans-
mission procedures imposed by the originator.

Y. Transmission Within a Department. Department regulations governing the
preparation and transmission of classified information within a Department shall

ensure a degree of sccurity equivalent to that prescribed above for {ransmission out~
side the Department.
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